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Background ~ Edge Devices ~

® IC (Integrated Circuit) for Processing data at the edge of loT/Al systems
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Objectives

® Enhancing the reliability of two distinct types of edge devices:
» Automotive ECU (electronic control unit)
» MPLD (memory-based programmable logic device)
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Integrated Circuit (IC) Testing

® Defects will occur in Manufacturing Process or In-field Operation (Aging)
® Testing is a process to find whether an IC is Function correctly or Defective
® Essential to improve the Yield and Reliability of ICs

IC products Test Machine(ATE) Real Responses Fault free

25
Comparator -

® Manufacturing Testing: testing ICs to ensure they are working as intended before shipment
® Goal: identify and correct manufacturing defects(process variations, fabrication errors, etc.)

ﬂ

Test Data

L0

Netlist of IC Simulation Golden Responses

>

® In-Field Testing: testing during the actual use of ICs.
® Goal: ensure the ongoing health and functionality of ICs under real-world condition



Functional Safety Requirement for ECU

® ISO 26262 Standard » Challenge to Achieve Efficient POST
» Need for In-Field Testing v Limited test application time (<50ms)
v Power-On Self-Test (POST) v High fault coverage (>90% )
/ \ Signature Automotive ECU 4 Traditional )
< ___MISR | Scan-Test
Reporting to systems: __| in Single-Cycle
error/normal POST Circuit Under -
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Proposed Approach

® Technique 1: Multi-Cycle Power-on Self-Test
» Multi-cycle Test

® Technique 2: Test Point Insertion Technique
» Observation Point (OP) & Control Point (CP)
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® Technique 3: Test Point Selection Optimization

® Goal:
» Reduce Test Application Time
» while maintaining high fault coverage
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Multi-cycle Test

® Apply many captures to the test that allows each test pattern to detect more
faults — Test pattern reduction (than traditional Scan-Test)
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Problems of Multi-cycle Test

® Fault Masking Problem

> fault effects excited at the |ntermed|ate capture cycles mlght be mlasked
P e =

FF

FF
]

[Lower observability of signal lines at early capture cycles — Difficult to propagate faults]

® Fault Detection Degradation (FDD) Problem
» capability of capture patterns to detect addltlonal faults degrades with cycles
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[Randomness loss of capture patterns, as capture cycles — Difficult to excite faults} »
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Solving Multi-Cycle Test Problems ~ Test Point Insertion ~

® Solution for Fault Masking
» OPI: Observation Point (OP) Insertion for observability
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Modifying the value of the signal line during the capture operation
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Test Point Insertion ~ Observation Point Insertion (OPI) ~
® OP: FDS-FF (fault- detectlon-strengthened FF)

CLK o . ° . ; PI
{; _________________________________________________________ &_I\_ngpg_l_@can Chain
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Replace a scan-FF with FDS-FF to address fault masking

DATAL— FDS-FF : Port Function [Shift Mode|Capture Mode|User Mode
: DATA Data In don’t care 0N 0/1
SEN-1—, SIN Scan-in 0/1 0/1 don’t care
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Test Point Insertion ~ Control Point Insertion (CPI) ~
O CP Self-Flipping CP

Combinational Logic @Ti-1 Combinational ‘]_'_,__f)glc__@Tl
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Logic design of Self-Flipping CP Truth table of self-flipping control logic 15



TP Selection Procedure for Multi-cycle Test

® The procedure consists of two phases
» 1: CP insertion under a time-expanded circuit with full FF-observation
» 2: OP pruning to remove the impotent observation points (FDS-FF)

Phase 1: CP insertion Phase 2: OP Pruning
Read the original CUT Netlist Read CUT Netlist with CP insertion
Time expansion fir the CUT Netlist ORP list %all FFs)
Full observatioi) point insertion Analysis Ne}list Structure
Evaluation a%?d Select CP Rank FFs folr the OP list
Insert CP tolCUT Netlist Evaluation anld Remove OP
Out CP and CUT Neltlist with CP insertion| |Out OP and CUT Neltlist with OP Pruning
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Experimental Setting

® Procedure(TP insertion & selection):

* C Program Language

® Experimental data (circuit netlist ):
* ISCASS89, ITC99 benchmark

® Fault model:
 Stuck-at fault

® Maximum number of TPs:
* # CP<1% of gates & <5% of FFs
o # OP<20% of FFs

® Computer:
 OS: Ubuntu18.4

Circuit # gate # FF # Fault

$9234 5597 228 6927

s13207 7951 669 9815

ISCASS9 | $15850 9772 597 11725
s38417 | 22179 1636 31180

s38584 19253 1452 36303

b1l 437 31 1322

b12 904 121 2797

ITC99 bl4 4444 245 12811
bl5 8338 449 23528

b17 22645 1415 65464

b20 8875 490 25338

* CPU: Intel Xeon W-2245, 64GB memory
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Experimental Results - Esficiency of the CPI and the OPI ~

® The number of scan-in patterns for achieving 90% fault coverage is drastically
reduced to 585 (24.4X reduction compared to the multi-cycle test)

=24.4X reduction
5,8.5 by CPI&OPL "~ -® 14260 scan-in patterns by 10-Cycle Test to gain 90% fault coverage
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Conclusions ~ Enhancing the Reliability of Automotive ECU ~

Functional Safety for Automotive ECU:

» Need for In-Field Testing: Power-On Self-Test (POST)
» Challenge of Achieving Efficient POST

Limited test application time (<50ms) & High fault coverage (>90% )

Approach:

® Technique 1: Multi-Cycle Power-on Self-Test
® Technique 2: Test Point Insertion Technique

® Technique 3: Optimization for Test Point Selection
® Goal:

» Reduce Test Application Time
» while maintaining high Fault Detection Quality
Results:

® 24.4X reduction in scan-in patterns for achieving 90% fault coverage

20
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What’s MPLD ~ Architecture~

® A new type reconfigurable device

® Memory-based Programmable
Logic Device (MPLD)

® constructed only by MLUT
(Multiple Look-Up-Table) array
in a special interconnect structure.

22



What’s MPLD ~ Architecture ~ -- AD-pair Interconnect Structure

A0
DO
A1
D1

® Address lines and Data lines
alternately connect with others

D2
A3
D3

L[]

D7
A7
D6

A6
MLUT A
A5

D4
A4

A: Address line (logic)
D: Data line (logic)

® Logic data output of a MLUT connects to
address input of its neighbor MLUTs

LT

A5
D5
A4
D4

A7
D7
A6
D6

D2
A2
D3

MLUT
A0

D1
A1

[T

Interconnect Structure

(AD-pair Interconnect)

23



What’s MPLD ~ Architecture ~ --- MLUT structure

® basic reconfigurable elements
® multiple SRAM blocks

® memory mode or logic mode
® each SRAM works as LUTs

Memory
mode

Logic
mode

=C,®(d1,uUd2,Ud3,Ud4,)

di, = LUT4; (aiy, aiy, aiy, aiz)

A0

A3

DO

D1

D2

-D3

Address Transition Detector

output control register
Cco ~ C7

A4
A5
A6
A7

D7

D6

D5

D4
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What’s MPLD ~ Architecture ~ -- AD-pair Interconnect Structure

® Configure the logic function by writing the truth table of the logic circuit
(including wiring logic) into the SRAM of MLUT

a Cc
a—A0 b;Dd—)_e
b—At-s D d—D4 — Divide logic circuit ' D4 of MLUT1—A
1 Create truth table 1 Create truth table

Address input Data output i Data output

A3 A2 [XIV-\1 D7 D6 I32YD3 D2 D1 DO A0 MLUT1 D7 D6 D5 D4 D3 D2 D1
0 [0 [CNICN 0 [0 L0 (0 0 [0 Ny g BTN D 0 0000000
0 o FBEN o o FEEY o 0 0 o — T ). ; 00 0 0000 OO
o o EBEN o o FNEN 0o o o o %. ......... Write the B 0 00 0O OO
0o o ENEN o o ENEN 0 0 0 o —t] (I 000O0GO0OSTO
o1 IEEN o o PAKN o0 0 o0 o D5 A5 MLUT2 truth table ra 0 0000O0O0O
01000000 — ............. 5 D5 ........... — 01 0000000
o0 1 EBEN o o FNEN o o o o — “Ba v : e 0 1 0 00 0O OO
o 1 EBER O o EBER O 0 0 O —p] s I NN 0 1 0 00 00 0 O
1 03} o o LN o o0 0 o — LY D4 | : : — 10 0 000O0GO0 O
1 o [NEN o o KRN 0 0o o o EYYETINEIN PS DO 1 0 0 0000 OO
1 o KNEN o o ENEN 0 0 0 0 PRl g [ ) """""""" a0 10 0000O0UO0O
1 o ENEN o o EBEN 0 o o o Jelkelliiils < Y - 1 0 000 00O O
11 BN o o KN o o0 o > . 1 1 0 00 0O OO
11 FBEN o o BN o oo o L | 1 1 0 00 0O0 OO
1 1 EBEY o o F3EN o o /o0 o 1 1 0 00 0O OO
1 1 [EHEN o o EBNEN o o o0 o 1 1 0 00000 O

Configurated logic function
LUTp (Ao, Ay, A3, A3) LUTp,(A4,As, As, A7) 25
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Reliability Issue in MPLD ~ Manufacturing ~

Factors:

® Manufacturing Phase
® Defect in MLUT (SRAM)
v Conventional Memory testing

® Defect between MLUTs
> Interconnect defect on Address
and Data lines

(short, bridge, open, etc.)
yield loss and reliability degradation

26



Reliability Issue in MPLD ~ In-Filed Aging ~

Factors:

® Application phase (in the field)
® Aging in MLUTs
> HCI, BTI, etc.
» Aging-induced delay

® Different aging progress
» system failure

» logic circuit performance
(e.g.: sudden system down/reset)

Aging Progression

Fast

Slow

10

il IJ
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Manufacturing Defect Testing ~ Basic Idea ~

® Create Route Maps on the MLUTs array for fault propagation
® Apply external test patterns to external input ports to excite the target faults

® Detect fault by Fault Effects at external output ports

® Locate faults by the intersection of Fault Paths under different route maps

"N ¥ T ® ¥ External Test Patterns
f A AlA f 4
B | I—> W | [,
- — - I - Fault [
« _Route “Taul _Route ~ FP(1) Effect
N Map1 - .\ ] | Map 1 - S ﬂ -
o > > > hE— A S =
. Route_js— — _Route_y~—=
- ::rMap1::r — —;>Map1:: > = =
= - — . - < . =
Route |« “ Route [¢— — L
= * Map 1 — — Map1 — — ] .
- — - > — > H H il [
“ Route |« — <— Route |« |
—— Map 1 — —— Map 1 - -
D — D — D |
[ | > —l > [
[ — P — — =
. Route [e=— <«—— Route [e—
B——— Map1 — — Map 1 — — : - =
- ‘ — Route [+— — <— Route [« = -
— Map 1 [ — Map 1 [, -
— 9 - o
v * lw v A ’
| . | || | I |

F,,.=FP("NFP
loc
N N T ¥ ¥ External Test Patterns
A Al A f A
—— = =
P - Route - — Route -
aul
Map 2 ﬁl’:f?-' S, » Map 2 4_:—> 4_:—> : =
- «— Route [«— — <— Route |« a
: - > Map 2 | _—> —>_ Map 2 [ -
- Route_[«— «— Route +— — .
4'Map2 e :.:Map2<.— — - =
— o b e —rp :
;c_Route : -— <— Route [« a
— Map 2 — — Map 2 [ -
. D — C— |
(C__FP®
f: . —_— ey
R — — RS
. Route_[«— <«—— Route [¢—
< 4: Mapz - ; - > Map2 | G— Gr— - |
‘ ~— Route [+— — “— Route [+——=
+# Map 2 = » Map 2 -
o A N —
!‘ “J — =
'[2% Fault l v M A
[ | Effect [ ] N



Manufacturing Defect Testing ~ Test Cube ~

® Route Map (rm) is created by Test Cube (TC) stored into SRAM of MLUTs
® truth table1 route low-order address; truth table2 route high-order address

“ ............................ —
DR S — Route Maps Test Cubes
“ ............................ —
R CLLLTIILTLTTITTITTIPTIrTrreY G— D . =A .
LN EEEN : truth tablet | ™2 2727
e — rmy. TCM) Dpyp.1.0 = all-0
S O —— I horizontal route map D,..1.m» = all-0
PR e truth table?2 D _ A
—p i > m/2-1:0 — *m/2:m-1
i Din.1:ms2 = all-0
SRR SRS B £ N P . truth table1
) L . rms. TC?2 Dp/2-1:0 = Agimy2-1
D i I vertical route map D, .=A .
g T, O > truth tab|e2 m-1:m/2 m/2:m-1
e v nnnat Brssssasseas — Dm/2-1_-0 — all_o
—_—t . L ——
g e — Din-1:ms2 = Amva:miz-1-Ao:mia1
e el _ truth table1 ' ' '
_,” NN _ rms. TC®) D, .10 = all-0
] e diagonal route map t D, . .= all-0
R — ruth table2
-— D —— D,1/3.1:0 = Asma:m-1-Am/2:3m/a-1
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Manufacturing Defect Testing ~ External Test Pattern~

® External Test Patterns for exciting the stuck-at and bridge interconnect
faults by applying all-zero/one, walking-zero/one vectors.

Fault Types External Test Patterns

stuck-at-1 all-zero vector: 0...0

stuck-at-0 all-one vector: 1...1
AND-bridge walking-zero vector: 1... 101...1

OR-bridge walking-one vector: 0...010...0

31



Manufacturing Defect Testing ~ example ~ --- testing stuck-at-1 fault

all-zero 0 U all-zero 00
== B m
(a) 0|0 (b) 0|0
B3 s
om DB Cmmml— | | FP)| Fault || (S om Frt FP
O s3] / Effect ] 2 S EE: <37 /
O el gl |0 e et FRAE 30
0lm OB a— a0 = 0l 015 o e Ry P iy ) @0
Ol — = Wm0 [ e e . Ym0
0 ! N P I F—— n 0 O ! > [ e N o] O
QB e e 0 OBl fypmnl o it fir g0
0. 0' I O PR .0_.0 O. O._ ._ """" '.O_.O
0= ol s pumnl R pu L = o st R peend R, —80 o
m— B Ry —=——30 [ o e et o g e A R s 0
0 0' ..................... | A —— | 0 .0 0 = 8' SR B g rooe pu— r. O O 0
80 g ‘ B0 &
[ -3 0 mo e P R 3 0 =0
oo O| B Fault
010 0| 1 Effect
O O O O
00 0 0

F,..=FP(")NFP?
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Manufacturing Defect Testing ~ simulation setting ~

MPLD: 6x6 MLUTs array

® MPLD Design:
Verilog HDL

® Fault injection:

- Stuck-at-0 at x,y,A;

*OR-bridge between

Top IO ports: ti[19:0], to[19:0]

x4y2A1 , x4y4A3

® Simulation Tool:
ModelSim

® Computer:

* OS: Windows 10 Home

Bottom IO ports: bi[19:0], bo[19:0]

x0y0 x2y0 x4y0
> ADO AD15 ADO ADI15 ADO AD15
»AD1 AD14|< > AD1 AD14|e > AD1 AD14
> AD2 AD13|< > AD2 AD13 |« > AD2 AD13
> AD3 ADI12|e > AD3 ADI12|e » AD3 ADI12
> AD4 ADI11}e » AD11 ADA4 |« »| AD4 AD11 | »|AD11 AD4 | > AD4 ADI11 » AD11 AD4
> ADS ADI10} » AD10 ADS |« > AD5S AD10 |« > AD10 ADS5|< > ADS ADI10 > AD10 ADS5S
= D ADG6 AD9 [< > AD9 ADG6 > AD6 ADO [ > AD9 ADG6 |« » AD6 AD9 » AD9 AD6
~ [ AD7 ADS | > ADS AD7 <20 »>|AD7 ADS | »| ADS AD7|< »>|AD7 ADS8 > AD8 AD7
k] ey DA ST ... o X3y0 e e S x5y0 L.
= x0y1 x2yl x4yl =
=1 | 7 |eseses » 1 1 ...... » 0 Y lessssss »| X3 1 ‘(l).]i].:;d. ........ l\
] [ e R A T e ) D e L I P Jo x5yl e S
%‘ X0y2 ______ »l 0 |eeaeas > X2y2 ...... » 7 € == .-- . X4y2 ...... > 8'\
j:é > JM:P: ..... »| YQ), [@mnizaapl |geennaap X5y2 [+ f
g—* Xij ______ 0 e »| X2y3 ...... »| X3 3 " X4y3 ...... »| %
o =—"" 1 ox1y3 [e—. X3 [T e XS5y3  feol
dq:) X0y4 ....... »| X2y4 ...... M A 4 |eseeaas X4y4 ...... » S
Il | T |esssess N 3 4 o
X1y4 ....... M A~ |erssass > X y l@rnnnnap] A& |grunaas »| X5y4 - o
x0y5 o > x2y5 x4y5 -
> AD4 ADI11|e > AD11 AD4 » AD4 ADI11 > ADI11 ADA4 | »| AD4 ADI11 > AD11 AD4 ‘ﬁ)
> AD5 ADI10 |« > AD10 ADS » ADS ADI10 > AD10 AD5S > ADS ADI10 > AD10 ADS E
«—>| AD6 AD9 |e » AD9 ADG6 » AD6 AD9 > AD9 AD6 » AD6 AD9 > AD9 AD6
> AD7 ADS |« » AD8 AD7 » AD7 AD8 > AD8 AD7 > AD7 ADS8 > AD8 AD7
» AD15 ADOQ |« > AD15 ADO »ADI15 ADO
> AD14 ADI] |« > AD14 AD1 > AD14 AD1
» AD13 AD?2 [« »|AD13 AD2 |« »|AD13 AD2
ADI12 AD3 AD12 AD3 AD12 AD3
les j y X3y5 j vy vV A r XS 5

« CPU: Intel Core i9-10900, 32GB memory
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Manufacturing Defect Testing ~ simulation ~ --- stuck-at-0 fault

Testing under Horizontal Route Map

60ns 70ns 30ns 90ns

100ns 110ns 120ns

130ns  140ns

150ns

160ns

170ns 180ns 190ns 200ns 210ns

tbomrld/clk | ] L1 |

tbomrld/11[47:0]

LTI I LTI T I I LTI T I liIll

tbamr1d/ri1[47:0]

ITLTITTTI QI I I I e I e I itIInetIInetaelg

tbomrld/ti1[19:0]

TITIIITTIITTII0I111]

tbamrld/bi[19:0]

ILI111I111T110111111

tbomrld/sa_fltinj_en

tbomrld/mrld/sa0-fltloc-x2ylA2

tbomrld/1o[47:0]

ILILLII LTI I I I e I I I I iiiatIntindg

tbomrld/ro[47:0

TITITTTII I Ittt ttII1td11111111111111111

X 1111111111110 11111111111 111111111111111T011111

]
tbamrld/to[19:0]
tbomr1d/bo[19:0]

T //’
EEINURSNRNERRURRNRN 7
/7
FPO={li[10] =2y, = X0 A 5o s g, Axgdy—rof0), | Good value: rof6] =1
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Manufacturing Defect Testing ~ simulation ~ --- stuck-at-0 fault

Testing under Vertical Route Map

6Qns 7Qns 8Qns 9Qns IOQns IIQns 129ns 13Qns 14Qns 1SQns 16Qns 17Qns 18Qns 19Qns ZOQns ZIQns

tbamrld/clk o -4 -4 -J - - - - 4 4 4 4 =
tbmrl1d/11[47:0] 1111111111000 11111 101212110111 1111 111111111111
tbomrld/r1[47:0] T11111101 101011111011 1111111111 1111111111111111
tbamr1d/t1[19:0] ILLIII0I111T1110111111
thanr1d/bi[19:0] RS SENNNNNNNNNREEEN
tbomrld/sa-fltinj-en
tbanrld/mrld/sa0-f1tloc_x2y1A2 |
tbomrld/1lo[47:0] 1111111111010 11131131001 013 011111311 111111111111
tbomrld/ro[47:0] T111111111 1101111101111 1011111111111 11111111
tbomrld/to[19:0] LTI LLLI I IIillll
tbmrld/bo[19:0] 11111111111111111111 X 111;30]11111111111111

FPO={ti[14] —xypA s—x30,4,—x 1,4 —>x2y2A2—>x1y2A5—>x2y3 22X V345X A%y As—X oy sA —ox A s— /
=N7_, FP(V=FPONFP?=xp A,

loc
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Manufacturing Defect Testing ~ simulation ~ --- OR-bridge fault

Testing under Horizontal Route Map

60ns 70ns 80ns 90ns 100ns 110ns 120ns 130ns 140ns 150ns 160ns 170ns 180ns 190ns 200ns 210ns

tbomrld/clk

tbamrld/11[47:0]
tbomrld/ri1[47:0]
tbamrld/ti1[19:0]
tbomrld/bi1[19:0]
tbomrld/bd-fltinj-en
tb-mrld/mrl1d/ORbd-fltloc-x4y2Al
tbomrld/mr1d/ORbd-f1tloc-x4y4A3
tbomrld/1o[47:0]
tbomrld/ro[47:0]
tbamrld/to[19:0]
tbmr1d/bo[19:0]

o7 I I I I 4 7 & J I

000000000000000000000000000000100000000000000000

000000000000000000000000000000000000000000000000

00000000000000000000

00000000000000000000

000000000000000000000000000000000000000000000000

000000000000000010000000000000000000000000000000 X 00000000000000041000000000000000G1PO000O0000000
00000000000000000000
/ \
00000000000000000000 / \

1 .
FP? )= ([ 17]—xy14 1 ~%,4 %3914 1% 9,4 1—x59,1 41~ 4 /

1 .
FP g ):{ li[35]—xy;4 %0 ,A5x3034 =X 9 As— xX5y3 41, 4

\

FP(V=y2_ FP(V — FP(V s fpll)
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Manufacturing Defect Testing ~ simulation ~ --- OR-bridge fault

Testing under Vertical Route Map

60ns T0ns 80ns 90ns  100ns 110ns 120ns 130ns 140ns 150ns 160ns 170ns 180ns 190ns 200ns 210ns

thomrld/clk - - -4 -0 - =4 -5 - = 0 5 5 1

tbomr1d/11[47:0] 000000000000000000000000000000000000000000000000
tbamrld/r1[47:0] 000000000000000000000000000000000000000000000000
tbomrld/t1[19:0] 00000000000000100000
tb-mrld/bi1[19:0] 00000000000000000000

tbomrld/bd-fltinj-en
tbomrld/mr1d/ORbd-f1tloc_x4y2Al
tbomrld/mr1d/ORbd-f1tloc_x4y4A3 |

tbomrld/1o[47:0] 000000000000000000000000000000000000000000000000
tbmrld/ro[47:0] 000000000000000000000000000000000000000000000000
tbomrld/to[19:0] 00000000000000000000

tbomrld/bo[19:0] 00000000000000100000 A 00000000000 LA 'E)OOO

2 .
FP %:{ [ 5]—x399As—xy 1 A—x3y 1A 5%, A =X 39,4 X 34 1% 39 34 =X 9 A =539 A =X 54 x5y 5A 6~ 4
FPY ={ti[7]—x39d X9 A5—x30 1A~ X924 55X 3054 % 34 5% 334 ;X 9 A 5—x 30 A Xy sA 5—x 54 4 — }

B 2
FPO =0y FP = PP PP Fop=2_ FPO=FPU) 0 FP? = (e, 1)
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Aging Defect Testing ~ ATD Delay~

® ATD is extremely sensitive to delay variation
® Aging phenomena increase the threshold voltage of the transistors in ATD
» slow down the switching speed

» false detection of the address change
A0

> v S v} > ATD
Al CHmT=N — | a1, ATDy
> LY I m > ¢
A2 L—) ATD-pufke — al
I e > % || Z P>
. Address Transition Detector Ll:b) :
) — — | — — A3 ﬁ—l a13
! > LE 1 ) LY | >
A0 A4 T — I az2
xz > — L:I:) Y — — ATDep,
A6 i =y ATD —=— | a2
Do > (V] 1 ‘D_) circuit LY I ‘>
D1 A7 > F D_ ﬁ a23 >
L
== [} AT Do
b3 = - AT D 3,
t_O t t, t3 ty to t1 t, t3 ty
A0 : A0
— | | | Aging cause - —
ATD-pulse 1IRIIRIE _L ATD slow down ) A7D-pulse

aly [ L[ L ) al,

true detection false detection



Aging Defect Testing ~ Ring oscillator (RO) ~

® Ring oscillator is effective way as on-chip digital delay sensor
® to measure circuit delay variation in a target device (such as in ASIC))

Delay (Transmission time: Dg,) Oscillation period (Tg()

-

We can calculate Transmission Delay D through the oscillation number

t
No’gg within a certain oscillation operation time {5, :
Dpo = "Tro _ RO
2 t
oN RO

OSC
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Aging Defect Testing ~ LUT-based Delay-Monitoring ~

- — EEE —
Deploy RO |D - |D -
in MLUTs
4)<F<—4)<]—<— e«
L MLUT | MLUT | _MLUT | MLuT_ ___ ] MLUT
Dro RO tro, |
PMLUT= T, = o0 _ Duror [EN
2Nose NaD _"'_E____JPDR: //J_ _|_ | Point 1 signal
), 7L 7L T oz signa
Edge detection = Pulses
\ pu|se
A >> >> Half- >>
el Ain Adder Ain
Deploy RO Counter S S S
in MLUTs [ [ [
——p 1 —p D1 g o D




Aging Defect Testing ~ Simulation for LUT-based Delay-Monitoring ~
® MPLD Design (6x6 MLUTs array): Verilog HDL @ Delay-Monitoring: Truth tables

Delay-Monitoring deployed into MLUTs by writing truth tables
X0Yo A
X1Y0 X2Yo0 X3Y0 Xa)Yo X5Y0
a Di1A14 {>O D, A, {>o D11A11 {>o D, A, {>o Di1A11 {>o
A11D14 0<} A, D, O@ Ay1Dqq 0@ A, D, O<} A1 D4
D10A10 D5 AE D10A10 DS AS D10A10
g Aom p > Alin d Azm
A10D10 w As Ds A19Dq0 %0_|—<<; As Ds %1_|—<<; A19Dq0] |52 ;
— — —
Do A D, A Do A D, A Do A . >—|
9 9 6 6 OD 9 9 goll.._r Cco, Ve 6 §ﬁw C1l, Yo 9 CZm._I_ Cc2,
Ay Dy Ag Dg Ag Dy Ag Dg Ag Dy
¢— A7i§ B 4 Aéiﬁ N q Asiﬁ B — A4in N — A3i§ N
QD—LS[; Dg Ag QD—LS@ D; Az QD—LS‘; Dg Ag QD—LSé D; A; QD—LS@ Dg Ag
A A As D A, D Ag D
C70 —1_"C_7% g Dg] [C6, —1_”(5_6% 7 Dy C]50< —1_0C_5% g Dg| [C4 —1_0%12 7 D] [C3, —1_063% g Dg

® Logic simulation experiment using ModelSim:

1: route the RO pass through 10 AD interconnects in the measurement area (N,,=70) (truth tables).
2: inject the ( ) for each MLUT (inserting delay)

3: set the overall oscillation operation time of the RO to 2000ns (t5,).



Aging Defect Testing ~ Simulation result ~

tb-mrld/mrl1d/x0y0Al12
tbomrld/mrld/x1y0A4
tb-mrld/mrld/x1y0Al10
tb-mrld/mrl1d/x3y0A9
tbamrld/mr1d/x0y0D8
tb-mrld/mrld/x1y0D7
tbanrld/mr1d/x2y0D8
tbomrld/mr1d/x3y0D7
tbomrld/mr1d/x4y0D8
tbmrld/mrld/x5y0D10
tbomrld/mr1d/x4y0D5
tbomr1d/mr1d/x3y0D10

105ns  205ns  305ns  405ns  505ns  605ns  705ns  805ns  905ns  1005ns 1105ns 1205ns 1305ns 1405ns 1505ns 1605ns 1705ns 1805ns 1905ns 2005ns 2105ns 2205ns 2305ns 2405ns

L
¥

DyLut =

t
RO_ _
ng_( )2_
tRO _ 2000ns
t 2X18X%X10
RO
2Nosc NAD

5.5ns

Confirmed

OO0 OO0
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Conclusions ~ Enhancing the Reliability of MPLD ~

® To guarantee the long-term reliability of the MPLD device, this study proposed
® interconnect defects test method
® to identify the interconnect defects under the production phase
® LUT-based delay monitoring
® to detect the aging-caused failures in the field

® To evaluate the proposed methods, this study
® designed an MPLD with a 6 X6 MLUTs array

® performed logic simulations by injecting faults into MPLD
® confirmed the effectiveness of the proposed methods
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Summary ~ Reliability Enhancement of Edge Computing Devices ~

® Focuses on enhancing the reliability of two types of edge devices
» Automotive ECU device & MPLD (memory-based programmable logic device)

® For ECU device
» Test Point Insertion Technique for Multi-Cycle Power-on Self-Test
v to satisfy Functional Safety (ISO 26262)
test application time (<50ms) & fault coverage (>90% )
Results: 24.4X reduction in scan-in patterns for achieving 90% fault coverage

® For MPLD device
» Interconnect defects test method & Aging Monitoring Techniques
v’ to guarantee the long-term reliability of the MPLD
manufacturing defects & in-filed aging
Results: Identified all Interconnect defects and detected aging-induced delay

® Future work

® Implement test point insertion technique in industrial design for ECU
® Design for testability and built-in self-tests for the MPLD
® Quantitative analysis of aging phenomena for MPLD
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Experimental Results - Efficiency of the Multi-Cycle Test ~
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® Multi-cycle test has a statistical improvement in fault detection for most
benchmark circuits compared with scan testing (SCAN)
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Experimental Results - Efficiency of the Multi-Cycle Test ~

cycle

4 capture cycle

fault coverage is slowing down or getting degraded

0 10-

cycle

8-

6-cycle

-cycle test achieved an increase in fault coverage at 2

100

® increasing to 10 cycles

® Multi

) S &

o9] co o~
(94) 9361940 I NB]

s15850  s38417  s38584 bll bl2 bl4 bl5 bl17 b20
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Fault Detection Model in Multi-Cycle Test

® Detection probability Pd,. of a stuck-at-fault F,, in a multi-cycle test, can be
estimated by computing the s™ cgntrollability (Cij/s~) and the observability

(Ol]) Of d Signal Iine . Pdi/s =1-— 1_[(1 _ Cij/sﬂ X Oij) (4.1)
j=1

where Cij/s- , 0;; by existing method: COP (controllability observability procedure)

Primary
g outputs

Combinational H Combinational H i Combinational H H Combinational
logic @T1 E logic @T2 i E logic @T3 E i logic @T4
1

r | FF

Controllability: the probability of controlling the signal to 0 or 1 from primary inputs
Observability: the probability of observing the signal at primary outputs



Evaluation Metrics for Test Point Selection

® BD(x): degree of controllability bias at line x that would impact the fault detection,
where BD(x)>0 denotes a positive bias, BD(x)<0 denotes a negative bias.

poGo) =191 g’“/"Z(px,-/o—px,-/l) (5.3) [BD(x)<0: should CPI}

® CD(x): degree of contribution to relax the controllability bias as forcing the 0/1-
controllability of line x to 0.5/0.5. CD(x)>0 denotes a positive contribution,
CD(x)<0 denotes a negative contribution that would be achieved by CP insertion.

() =TELTINN (05—, ) s#  [CD(x)>0: should CPI|

® U: cost function to evaluate the quality of CPs and OPs

o= LS (L1
U = U0 U = ) (Pdffsg Pditf’s) 7 [Larger AU: better TPJ

Vi/SEF
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use the s27 circuit as an example for BD and CD

BD(x) :(px/O_px/I) Xopgx/]fgx/O) (5 1) pl.:m,: Combinational Logic of s27 benchmark pn:;m:f
CD(x):(px/O_o' 5) ngx/0+(px/]_0‘ 5) ngx/]:(O' 5_px/0) Xopgx/]fgx/O) (52) 2
For signal line i, two paths connect with the PPO (FF2) through =
path1:i — G5 — G7 — G8 — w, and =

path 2: l —> G6 —> G7 — G8 — W. Sean-IN

FF1

When the value of i is 1, the output of G5, G6, and G7 will be

fixed at 1, 1, 0, respectively, thus fg,,=3.

When i 1s 0, the output of G5 and G6 depends on the other input F3
signal lines n and ¢, which implies a 0 value at i cannot directly

cause any fixed gates on the two paths to FFs, thus fg;,=0.

FF2

s27 circuit

The probability of signal line i'’s values p,, and p,,, can be

calculated using the COP measurement, which is 0.25 and 0.75. . . _ o
Evaluation metrics of signal lines in s27

The degree of controllability bias is hereby BD(i) = 0.5 X3 = 1.5, line #] fauo | fou, Do Do BD CD
which represents that the controllability bias at signal line i is h 0 2 0.75 0.25 1 0.5
positive to fault detection. i 0 3 0.75 0.25 1.5 -0.75

. . . ... oy . . . 0 1 0.75 0.25 0.5 -0.25
For the signal line with positive controllability bias, inserting a Z 3 5 036 i T o3 T o3
CP would cause more fixed gates on the fault propagation paths ; 0 5 07 BT 09 o4

to FFs with a negative contribution to fault detection, e.g.,

CD(i)=-0.25 X 3=-0.75. ”



Detailed results of the final fault coverage achieved
® The final fault coverage reached by 100K scan-in patterns

Table 5.3 The final fault coverage reached by 100K scan-in patterns

Design for Testability Approaches

Circuit 10 # of CP<1% of gates # of CP<5% of FFs
SCAN| . |OPI ONLY|FullOB| # of | CPI- #of | CPI-
Cyecl -
yele cps | ONLY CPI&OPICP&FullOB cps | ONLY CPI&OPICP&FullOB

$9234(87.31184.94 | 89.94 190.00| 55 | 82.69 | &89.68 91.80 11 83.3 87.96 88.02
s13207/90.47|84.81 | 9220 192.96| 79 | 86.16 | 92.75 93.89 33 85.6 90.1 91.01
s15850(87.51|87.73 | 88.48 190.18 | 104 | 85.09 | &87.41 91.52 29 | 86.47 | &7.71 90.77
s38417/95.16197.52 | 97.96 |98.03 | 141 | 98.19 | 98.66 98.72 85 | 98.00 | 98.55 98.62
s38584{91.31190.81 | 91.59 192.07| 97 | 91.16 | 91.70 92.28 72 | 90.27 | 90.93 91.53
bll [96.75196.75| 96.75 [96.75| 2 | 98.03 | 98.03 98.03 1 96.82 | 96.82 96.82
bl2 197.28198.64 | 98.68 [98.68| 9 | 99.18 | 99.21 99.21 6 97.6 97.6 97.64
bl4 [85.61190.36| 90.38 (9040 | 44 | 93.71 | 93.96 94.07 12 | 93.81 | 94.04 94.08
bl5 169.75192.94 | 9295 [9295| 8 | 98.35 | 98.36 98.36 8 | 98.35 | 98.36 98.36
bl7 |79.17192.85| 92.85 |92.86| 201 | 97.76 | 97.81 97.83 70 | 96.27 | 96.29 96.32
b20 (84.69]89.52 | 89.66 |89.69| 88 | 93.10 | 93.61 93.94 24 | 92.68 | 93.17 93.22




Detailed results of the final fault coverage achieved
® The number of scan-in patterns to achieve 90% fault coverage

Table 5.4 The number of scan-in patterns to achieve 90% fault coverage

Design for Testability Approaches
Cireuit 10. # of CP<1% of total gates # of CP<5% of FFs
SCANI (o1 [PPLONLYFulIOB igi OCI\I;;{ CPI&OPICP&FullOB ig: 0(13\1;& CPI&OPICP&FullOB
$9234 >100K|>100K| >100K [>100K| 55 |>100K | >100K 9180 11 |>100K | >100K | >100K
s13207[20560|>100K | 11565 | 7375 | 79 |>100K | 6050 4175 33 | >100K | 59835 8885
s15850100K|>100K| >100K |[68905| 104 |>100K | >100K 2380 29 | >100K | >100K 4710
s38417 5780 | 1710 590 460 | 141 | 250 80 55 85 310 85 60
s38584( 8180 | 10645 3700 1960 | 97 | 1555 575 305 72 | 12795 960 330
bll | 475 | 120 120 120 | 2 45 40 35 1 115 115 105
bl12 [ 1280 | 175 170 170 | 9 100 45 45 6 260 210 195
bl4 P100K|[ 58280 | 58280 |53425| 44 | 1285 870 770 12 885 675 605
bl5 P100K| 4180 4180 4115 | 8 285 230 170 8 285 230 170
bl17 P100K| 4305 4300 4300 | 201 | 180 130 100 70 | 260 185 140
b20 P100K[{>100K| >100K [>100K| 88 | 4330 2045 935 24 | 7480 3740 3685




Detailed information of benchmark circuits
® ISCAS89 and ITC99

Table 5.2 Detailed information of benchmark circuits

. # of N, N. HOPs (FDS-FFs
Circuit | #gate | #FF |\ kcat fault | (<1% of gates) | (<5% of FFs) (<20<;> ofFFs))
9234 | 5597 | 228 6927 55 11 45
s13207 | 7951 | 669 9815 79 33 133
s15850 | 9772 | 597 11725 104 29 120
38417 | 22179 | 1636 31180 1141 85 327
$38584 | 19253 | 1452 36303 97 72 290
bil | 437 | 31 1322 2 I 6
bl2 | 904 | 121 2797 9 6 24
bld | 4444 | 245 12811 44 12 49
bl5 | 8338 | 449 23528 3 3 89
bl17 | 22645 | 1415 65464 201 70 283
b20 | 8875 | 490 25338 T 24 98




Controllability/Observability Program [Brglez 1984]
COP
e Signal probability of x = probability of x being logic 1
+ Actual signal probability requires exhaustive simulation
+ Hard to obtain in practice
e COP = Controllability/Observability Program [Brglez 84]
+ Fast algorithm to estimate signal probability
+ C, = estimated prob(x=1)
+ 1-C, = estimated prob(x = 0)
+ O, = estimated probability of fault effect in x being observed at PO
e C,and O, are numbers between 0 and 1
+ Larger number means easier to control or observe
e Assumptions
+ 1. Ignore fanout reconvergence for fast run time
+ 2. Pl are independent random numbers: "2 zero and 2 one

60



Controllability/Observability Program [Brglez 1984]

C,=C,xC,

0,=0,xC,

Cy=1- (1-C,) x(1- Cp) O, =0, x(1-Cp)

c,=C,=C, 0,=1- (1-0,) x (1- O,)




Example — Controllability

e Calculate from Pl to PO ;’;’ :D— X C,=C,xC,
a
b

3— X C,=1-(1-C,)x(1-C,)
COP C,

0.5

0.5
1-0.75x0.75

=0.4375

0.5
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Example — Observability

e (Calculate from PO to PI

——

V2 * 3/8 = 3/16

1-13/16*13/16
=87/256

3/16 2 * 3 = 3/8

V2™ Ya=3/8

da
b

j— X 0,=0,x(1-Cy

0.5
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Detection Probability, Pd

* Pd; = Probability of detecting a fault f

» Pdyspo = Cy X Oy Example: Pdy,s., = 1/4 x 3/8 =3/32
» Pdysaq = (1-Cp) x Oy
e Larger Pd; means easier to detect faulit f

0.5 0.25
0.5 .
0.4375
0.5

87/256




behavior of stuck-at interconnect faults

MLUT1 (M1)

AEARARIE

-----------------------------------------------------------------------
0y .,
.

| D 3
M1 GND |m2
| D

EEEEEEEEEEs AR EESEEEEEERERSEEAREEEEEEEEsEEEEsEEsEEEsssesnesnsnmanent®

......................................................... 5
VDD |2 Logic behavior of stuck-at-1
4 | M1D5 M2A5
.......................................................................... 0 0/1
' 1 1
G
q - ]
I Logic behavior of stuck-at-0
— M1D5 M2A5
- 0 0
' 1 1/0
h

(a) stuck-at faults.




MLUT1 (M1)

g o
----------------------------------------------------------------------

MLUT2 (M2)

(b) bridge faults.

behavior of bridge interconnect faults

~, Logic behavior of AND-bridge

M1D5M1D4 M2A5M2A4
0 0 0 0
0 1 0 1/0
1 0 1/0 0
1 1 1 1
Logic behavior of OR-bridge
M1D5M1D4 M2A5M2A4
0 0 0 0
0 1 0/ 1
1 0 1 01
1 1 1 1




Manufacturing Defect Testing ~ Basic Idea ~

ULl Fault Location:

\.i. Fioe = FPO) 1 PO
N

Horizontal = f =
Route Map ' :

H P . 4. 4P W 4P Y . P S . DY
: o o : @ ; —Q - i Pt ._,__.

® o— o— @ i o — o

O %0 % ®e e %,
® ® ® " — | o—©

Vertical ._;__._.:__.1: . —

Route Map P S . 7 . S e %4

Pu— P— Y
.ﬂ_. o o

INNE ! rrirr FP( )

Fault detection § FauIt Effect : Fault Propagation Path



Example of test cubes in SRAMs of an MLUT

7 Truth table1 B Truth table2 7
| Address Data || Address Data |
IA3/A2/A1/A0D7D6D5D4D3~D0| A7/ A6A5A4D7~D4




Example of test cubes in SRAMs of an MLUT

Truth table1 Truth table2
| Address Data || Address Data |
IA3A2A1A0D7~D4D3D2D1D0| JA7A6A5A4D7D6D5D4D3~DO0|




Example of test cubes in SRAMs of an MLUT

Truth table1 Truth table2
| Address Data || Address Data
IA3IA2/A1A0D7D6D5D4D3~D0| JA7A6A5A4D7~D4D3D2
000O0(0O0O0O 0000 00
00010010 0001 00
00100001 O 0010, 0 00O
11111111 1111 11




Applying mechanisms of external patterns

(a)

(b)

All-0

SEFEeEER

All-1

FE

S

Fault-free Faulty

Externall
Input

=

MPLD

Externall
Input

=

MPLD

Walking-0

ok

-_—

S

O | =

aac o

External
Input

=

5
=)
=]
<Q
-

=

External
Input

=

MPLD

External
Output

=

MPLD

External
Output

=
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i
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Manufacturing Defect Testing ~ Testing Procedure~

Definitions:

N,m: number of route maps.

rm;: route map i, i€ [1, N, ].

TC?: test cubes creating rm.,.

Nr£”: number of observed fault effects under rm;.

FP?: fault propagation path k obtained under rm;; k€ [1, Npg
FP?: fault propagation path set under rm.

Fi,e: fault location.

Process:

(1) Test under rm; for i€ [1, N,,, |:
(a) Configure TC"” into each MLUT to create rm,.
(b) Apply external test patterns to the input ports of MPLD.
(c) Observe fault effects. If NzzV=0, end testing (fault free)

(d) Obtain the fault propagation path set: FPY = UkNF 7 FP(l) :
(2) Identify fault location: F,. = ﬂi:”}q FpPY.

(i)].

72



Manufacturing Defect Testing ~ example ~ --- AND-bridge fault
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Aging Defect Testing ~ LUT-based Delay-Monitoring ~ --- Implementation Procedure

Implementation Procedure

Step 1: select measurement area (MLUTs);

Step 2: deploy RO and counter;

Step 3. create the truth tables for each MLUT in the area;
Step 4: write the truth tables into corresponding MLUTS,
Step 5: set the MPLD to logic operation mode;

Step 6: set oscillation operation time (EN=1);

Step 7: observe the oscillation number (counter outputs).
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Example to test multiple faults

P, FP,®  FP,?
N W

0 A= ﬁB 1 0 A E= = @B 1 0 ﬂ B 1
0 B 0 0 DRSS WP - [ ) 0 0 e — 0
0 R (R — —— 0 0 I — E T e 0 0 — 0
0 e (SRR il F 0 0 DURSESSS b H I ) T —)— F 0 O o F 0
0 E e s GRRRLTICTURITTELEPRITTEOPRR l)=p G 0 0 E —@>|-:iiE| Ef:e — )= G 0 0 Q G 1
0 rmm—] e e rn e rn s r s arn s — 8 0 PRSI PR H I H CECEEITT — 8 0 — 8
0 ............................ — 0 s o BeGELGELEL £ B H SEECECTEErY — O —]

1 Cg ............................ <+| DO 1 C =] [ DO 1 —®— D (

NEP,(1)

(a) Test under route map 1 (b) Test under route map 2 (c) Test under route map 3

eV = PV Ul = By {C.DY = (4.8.C.),

N
I _ (/VFE
FPO = U, 2] k

(2)
FP? =P UrPY = (4,cUD.BY = (4.B,C.D},
n7_; FP@ = FPDNFP= (4,B,C,D}.
(3)
FPG) = Uﬁ{v F f pr) = FP§3) U pr) U pr) ={4,G}U{EB}U{F,C} = {4,B.C.E,F,G}.

n;_; FPO = FPU) nEP@NEFPG) = (4,B,C.D} N{4,B,C.E,F,G} = {4,B,C}.

N
2)_ (/VFE
FPE) = U, 2]
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